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ABSTRACT: In this paper we propose a model on dynamic threshold digital signature scheme by using Pell’s
Equation with Jacobi symbols to authenticate multimedia content. Multimedia authentication deals with
genuineness of the structure and content of the multimedia such as text, image, audio, video etc. The proposed
scheme uses an efficient key distribution scenario where, the private key of the group is distributed as unique
shares among the group members. The shares are calculated and distributed based on the ID of the group
members by using efficient Pell’s equation with Jacobi symbols in threshold digital signature scheme. This
paper demonstrates algorithms for key generation, encryption and decryption based on Pell’s equation with
Jacobi symbols.
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l. INTRODUCTION

In recent times, the usage of multimedia data and its exchange have increased enormously. In order to
ensure trust worthiness, multimedia authentication technique [1] is to be used. It protects multimedia data by
verifying the information integrity, the alleged source of data and the reality of data. The multimedia data
includes text documents, images, video, audio clips, etc. We propose a multimedia authentication technique
using Pell’s threshold digital signature. It deals with proving the genuineness of the structure and also on the
content of multimedia data.

In cryptography, a digital signature [2] or electronic signature scheme is a type of asymmetric
cryptography. It will attach the attributes of the signer to the e-document. A valid digital signature gives a
recipient reason to believe that the message was created by a known share, and that it was not altered in transit.
Digital signature schemes normally use two keys: private key or secret key and the public key. The private key
is used to sign the multimedia document and the public key is used to verify the signature. The public key is
usually exposed directly to the group members. The private key is securely shared as a secret among the group
members. The digital signature scheme provides authentication, integrity and confidentiality of the multimedia
information. The existing Digital Signature Scheme (DSS) [3] which is based on discrete logarithm problem can
only be used for signature generation/verification and cannot be used for multimedia authentication purposes.
Also the verification process is very slow. Hence, we propose a scheme based on Pell’s Equation for key
generation, generation/verification of signature and it can also be used for encryption.

The idea of threshold cryptography is to protect information by fault tolerant distribution among a cluster of
cooperating computers.

Secret sharing scheme [9, 10] refers to the method of distributing a secret/private key among the group
members. Each member will receive a unique share of a secret/private key. The secret can be reconstructed with
a sufficient number of shares given by the group members. The shares are reconstructed by using Pell’s
polynomial. Individual shares are of no use on their own. The computed shares are given to the group member
based on their ID.

The proposed technique addresses the above problems and enhances all the basic security requirements
such as authentication, confidentiality, non-repudiation and message integrity with an efficient threshold digital
signature scheme. The goal of multimedia authentication is to authenticate the content alone and the specific
representation of the information is not taken into consideration. The secret sharing scheme used here is
modified by calculating the individual shares based on unique ID given to the group members.
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Il.  PRAPOSED SCHEME

A. Pell’s Equation on threshold digital signature

A threshold digital signature scheme based on Pell’s Equation algorithm[11] is presented in this section. The
scheme can be used to generate the group private and public keys, signature generation and verification and for
encryption and decryption process.

B. Pell’s Equation

In number theory, for any constant integer D the equation x> —D y? = 1 is called the Pell’s equation.
This has many applications in various branches of science. The set of all pairs(x, y) describes cyclic group G,
over the Pell’s equation x> —D y* = 1 (mod P), where P is an odd prime.

The properties are also found in the group Gy over the Pell’s equation x> —D y* = 1 (mod N), where N is a
product of two primes. This group Gy then developed to be a public key crypto scheme based on Pell’s
equations over the ring Zy.

From the group Gy, we find a group isomorphism mapping f : Gy — Zysuch that a solution (x, y) of
the Pell’s equation x> — D y* = 1 (mod N), can easily be transformed to unique element u in Zy". This implies
that the plain texts/cipher texts in the in the group Gy can easily transformed to the corresponding plain
texts/cipher texts in the RSA scheme.

Let p be an odd prime and D be a non zero quadratic residue element modulo p, which we denote if
with Fp. Gp the set of solutions (x, y) € F, x F, to the Pell equation

x*=Dy? =1 (modP).

We then define an addition operation “ @ “ on G, as follows.

Iftwo pairs (x,, y,), (x,,y,) e Gy, thenthe third pair (x,, y,) can be computed as

(X3ly3)E(X11y1)® (leyz)
= (%, X, *Dy, y,, x, ¥, % %, y,) (ModP).

It is easy to verify that the Gp together with the operation “@® “ is an abelian group with the identity

element by (1, 0) and the inverse of the element  (x, y) by (x,-y). Further it can be proved that <Gp, ® >isa
cyclic group of order p-1. Now we want to prove that the group Gp is isomorphic to Fp*, Where Fp*, is all non-
zero elements of Fp denotes a multiplicative group of Fp.

Theoreml:
G, together with the operation “® “is a cyclic group of order p-1. Now we want to prove that the

group Gp is isomorphic to Fp* , Where Fp* denotes a multiplicative group of Fy,

Theorem?2:

Two groups G, and F,” are isomorphic Now we define another operation “®  as follows :

i® (X, y)=(X,y)® (X,y)D ......... ® (x,y) itimesover Gy
If(x,y)=1 ® (x,,Y,),weexpand the above expression and have

x, = % (WDMx My
o<k<i
kiseven

y= % (DI xiy
o<k<i
kisodd

According to the definition of the mapping f, we have

f((Xi,yi)) EXi'ayi
= ¥ (WDMxMy-a y o (DX Y

kiseven kisodd

WWw.ijesi.org 19|Page



A Model on Dynamic Threshold Proxy Digital Signature Scheme

z (ik)DLKIZJXi-kyk+ z (ik)DLKIZJXi-k (_a y)k
o<k<i 0<k<i
kiseven kisodd

= (xay)
Because Gp is a cyclic group of order p-1, we have that if k = 1 (mod P-1), then
(xy) =k® (x,y), forall (x,y) « G

Let N be a product of two large primes p and g. Zn" denotes a multiplicative group of Zy.
From the above theorem, it is easy to develop the following theorem.

Theorem3:

The mapping f: Gy — Z\~ satisfying f ((1,0)) = (1 mod N), f((x,y)) = x -ay (mod N), where
(x,y) e Gy anda® = D (mod N), is a group isomorphism . Its inverse mapping f *(1) = (1,0) (mod N), f
Yu) = ((u+u™)/2, (u*- u)2a (mod N), whereu e Zy .

Considering equations 4 and 5, we have the following results over the ring Zy" .

Theorem 4:
If( X,,y,) =i® (), over Gy, we have x, -a y = (x - ay)'( mod N).

Theorem 5:
If k=1mod(l.c.m(p-1, g-1)), we have (x,y) =k ® (x,Y), forall (x,y) ¢ Gy

Legendre symbol:
Let a be an integer and p > 2 a prime, Define the Legendre Symbol (3/p) =0, 1,-1 as follows

(a/p) (a/p) = 1 ifais@Rmodp Onewayto

0 if pdividesa
-1 if aNQR modp

Jacobi Symbol :
If p is a positive odd integer with prime factorization

P=T1 pi.
i=1

The Jacobi symbol (n/p) is defined for all integers n by the equation

r

(n/ip)= [T O/p)"

i=1
where (n/p;) is the legendre symbol.

C. Key Generation:
Assume that the Shares to send messages E (chipper text) and Group member case receive the messages E and

M.

1. Shares choose two primesPandq (p# Q)

2. t = d 4 and = d 4 wh , 1-1
pu 77p p mod 4 an nqqmo were77p 77qe{ }

3. Find non square integer D > 0 such that Legender symbols

(D/p) =-n i and (D/p):—n .
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4. Shares compute n = p*q and m= (p-7 i ) (@7 . )/ 4

5 Select a integer value for S such that the jacobi symbol

((S* D)/n) = -1. As there are closely to ¢ (n) / 2 = such values of S.

6. Select a integer value for e such that (e, m )=1. and makes {n, e, S, D} as public.
7. Solve de = (m+1)/2mod m ford and keeps as private key
8. D is Key for the Cipher Text.

D. Encryption:
The Shares changes the messages M to E.

1. Shares create M be a message to communicate / encrypt
2. Shares compute ji = (M*-D)/n
3. If jy=1 goto step (4) else gotostep (6)
4. Shares compute x = (M*+D)/(M?-D) (modn)
And y = 2M/(M*D) (mod n)
5. Gotostep (8)
6. If j,=-1 gotostep (7)else go to stop().
7. Shares compute X = ((M?+D)(S*+ D) + 4DMS) / (( M-D) (S*- D) ) (mod n )

And y = (2S (M*+D) + 2M (S*+ D)) / (( M*-D) (S*- D) ) (mod n )
8. Shares compute j, = x (mod 2) where j, € {0, 1}

(nothing that x?- Dy?=1(mod n) for these values of x,

y and assume that (y, n) =1)
9. Put X;=x and Y=y
10. Shares compute (Xj:1, X;) (mod n) such that

if i#]j
Xi+j= Xj +DY; Yj and Yi+j =X Yj+ Xj Y;
if i=j

X = X7 +#DY?  or 2X#-land Y54=2XY;
11. Shares compute E = DYX; (Xjs1 —x X)) mod n (here E is the cipher text) with 0<E<n
12. Sendthe {E, j; j,) = cipher text.

E. Decryption
After shares the ciphertext (E, j.,j.), the group member checks that x> -D y* = 1
If yes, group member can continue

1.  Group member compute Xy = (E*> + D)/ (E? - D) (mod n) and
i. Ya = (2E/(E*-D))(modn)

2. Group member compute X4 (Xz) = Xoge (X)(mod n) and

i Xarr (Xze) = Xagerze (X)(mod 1)

ii. Wehave Xyq = o Xx(modn)andj, = X (mod 2)

3. Group member compute o and therefore determines x (mod n)

Andfindy = o Yo = o (Xoderze - Xoe Xgq) / DX mod n

wehave t = x+y«/D_ mod n
Compute t* such that
tt =t ifj;=1 else if jy=-1
¢ =t (Db )/(S+VD)
And t=(M++D )/ (M - /D )modn
4, Group member compute M = (t1+1)(«/D_) / (t'-1) (mod n)

The Shares sends message (M) to key generation function that produces a secure private key (D). This
private key is then encrypted with public key cryptosystem using the shares private key to form the result. Both
the message and the result are prepended and then transmitted. The group member takes the message (M) and
produces a secure private key (D). The group member also decrypts the result using the shares public key. If the
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calculated secure private key (D) matches the decrypted results, the result is accepted as valid. Because only the
dealer knows the private key and only the dealer could have produced a valid result.

1. CONCLUSION
In this paper, we introduce a threshold digital signature scheme which can be used for authenticating
the shares and also the multimedia message. The private key of the group is shared as a secret among the group.
The person acting as a share can reconstruct the private key and share the multimedia message by signing the
document with the group private key. The group private key is updated when the threshold property violates.
Each unique key shares and public key of the group members are distributed based on their ID. Thus the
proposed scheme ensures the authenticity, integrity, non-repudiation and secret sharing for multimedia message.
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